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What is WhatsApp?

WhatsApp is a hugely popular messaging service, owned by Facebook. It currently has 1.5 Billion
users worldwide. Itis available for all popular tablets, phones and canalso beinstalled on
laptops and desktop computers. You canadd people through the app through their phone
number
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While the primary function of WhatsApp is tosend text messages (similar to SMS on mobile
phones), it hasa number of other chat features available such as voiceand video chat, sending
and receiving pictures, videos, voice messages and other files, as well as the ability to createa
'Group' of your friends to share messages with. Theapp is free to download and allows users to
send content to each other by using either a mobile data or Wi Fi connectionso, provided that
your data limit hasn’t been exceeded, there should be no extra cost to useit.

S0 LA AN oo Whats App is used by many families to keep in touch with each other
il through the use of groups and itis becoming popular in schools with
many classes and year groups setting up groups to discuss school
days, homework and keep in touch during holidays. Each group can
contain up to 100 users and users can only be added or removed by
the person who has created the group. The app will always notify you
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when a new messageis received , either through a group chat or a
[ ’ direct message but notifications can be turned off.

This is not your username or pin. This name will be
visible to your WhatsApp contacts.

Woody found a new toy at 5am
today! Xxx

Whats App users areadded as a contact using your mobile phone
number and allows the ability to invite friends you may bein contact
with through other social media apps suchas Twitter, Facebook and
Instagram.

Oooops! About and phone number

Mum Battery about to die
Indeed! Will teach Dad to put his
shoes away! Xxx
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Do age restrictions apply?

Yes, although this changedin 2018. The currentage requirement for WhatsAppis 16+although it had previously been 13. This was
changed due to new data protection legislation enactedin Europe (GDPR) - this is because of some of theinformation WhatsApp will
collectabout users such as phone number and information on what device you are using. This agelimit does notapply to other social
media services.

WhatsApp haven't been clear what will happen to users who have been identified as being under thatage but potentially accounts
could be disabled as they breach the new terms and conditions of the app.
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Are there any privacy settings/controls? B

Who can see my personal info

Privacy

Even though theapp is all about messaging, thereis still a profile which your
friends can see whenever they click on youas a contact. Thisincludes a
profile picture, your name, phone number and when you last opened the

Last seen
Everyone

Profile photo
app. Al of thisinformation can be managed by going to the Privacy section S
under the settings. About

Everyone
WhatsApp now includes alocation based service called Live Location with Status

allows you to attach a GPS location to your messages or group chats. This has
to be turned onand can be timelimited - you can set location sharing to be
active for 15 minutes, an hour or 8 hours. It’s important to discuss the risk of
oversharing information online and question why a location should be added
to a message for friends or a group rather than sharingitbecause others do.
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Messaging

Blocked contacts: None

Liot nf nantante that uan haua hlanbad



A

Lscpil iuiiﬁ'

Lincolnshire Safeguarding
Children Partnership

Things to think about
Group Chat

While group chats can be a hugely beneficial feature, it can also cause quite a few problems. A minority of children and young
people will use group chats as a way of being disruptive. Many students have spoken of their frustration atindividuals who "Spam"
the group atinappropriate time— by repeatedly posting messages to the group lateat night or early in the morning which leads to
disturbed sleep or parents getting frustrated at the number of notifications received. Talk through with your childaboutsocial
etiquette and theimportance of only messaging when appropriate. Ensure that problematic individuals areremoved from the
group for the benefit of everyone else.

Its also important to note thatany users who isadded to the group chat will beable to send messages to ALL group members
whether they know them or not, also allowing them to see each individuals phone number. This canallowindividuals to try to add
you on othersocial media apps you havelinked to your phone, or ring or text you soalways make sure that your children are
careful about who they add or who isadded to their group chat. Encourage them to leave the group if they are not happyand to
discuss with their friends why they have left to reduce the likelihood of being re-added to the chat.

Managing screen time

Studies aroundappropriate screen time (the number of hours we spend using mobil e devices) have been inconclusive about the
consequences. However, it has been reported through studies and anecdotal evidence that many children and young people have
disturbed sleep due to mobile devices and the Fear Of Missing Out (FOMO). Whether it’s good or bad, they want to know whatis
being discussed and worry thatif they aren’talways available on the app they may be missing somethingimportant.

It’s vital that childrenand young people feel able to disconnect safely before bedtime, and parents and carers can help with this.
Keeping phones downstairs at bedtimes and setting rules around messaging may get someresistance at first, it can be a great way
to force them to detach from the digital world. Discuss some simple rules such as no technology in bedrooms, or at family times or
meal times will be hugely beneficial. The hard partis ensuring, as their parents or carers, that we also follow that rule tooand seta
positive example to show that wearein control of the technology and not the other way round.

Abusive behaviour

As we find with most messagingservices, WhatsApp can be used to share

both positiveand negative messages. Itcan be used by students to share {©) whatsapp TeECDTE cwues  GIomens
rumours, threatsandimages which may cause distress to others. It’s

important to remember thatall services which allow users tointeract To block a contact:

also give you the ability to block thatindividual too. Its also worth 1 In WhatsApp, tap Menu > Settings > Account > Privacy > Blocked contacts

. . . 2 Tap Add +2.
encouraging our children to screenshotanything they are concerned or *

3. Search for or select the contact you want to block.

upsetaboutand always share that with anadult.

Here are a couple alternative options for blocking a contact:
It's i mportant tonote that Whil € you rnay bIOCk a user from Contacﬁng * Open a chat with the contact, then tap Menu > More > Block > BLOCK.
you directly, this will notapply to group messaging. Anyone you have « Open a chat with the contact, then tap the name of the contact > Block > BLOCK.
blocked or who has blocked you will still beable to interact with you
through group messaging.

Useful Links

Healthimpact of screen time— A guide for clinicians and parents
https ://www.rcpch.ac.uk/resources /heal th-impacts-screen-time-guide-clinicians-parents/

WhatsApp Frequently Asked Questions
https://fag.whatsapp.com/

If you have concerns about the immediate safety of a child, you can call Lincolnshire Police
on 101 or, in an emergency, dial 999


https://www.rcpch.ac.uk/resources/health-impacts-screen-time-guide-clinicians-parents/
https://faq.whatsapp.com/

